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Abstract. In this paper we analyze the previous attacks on the block
cipher SHACAL-1 and show that all the differential-based attacks fail
due to mistreatment of XOR differences through addition. We show that
the previously published differential and rectangle attacks on SHACAL-1
fail as some of the underlying differentials are impossible. The related-
key rectangle attacks on the cipher generally fail, but if some conditions
are imposed on the key (i.e., for a weak key class) they work. After
identifying the flaws in previous attacks, we present possible fixes to
these attacks. We then present some modified differentials which lead to
a related-key rectangle attack which can be applied to 2°°* weak keys.
Our observations are then used to improve a related-key rectangle attack
on IDEA by a factor of 2.

Keywords: Related-Key Rectangle attack, Block cipher, SHACAL-1,
IDEA.

1 Introduction

Differential cryptanalysis [5] was introduced by Biham and Shamir in 1990, and
it is one of the most powerful known attacks on block ciphers. The related-key
attack [I] was introduced by Biham in 1993. The attack considers the encryption
under two unknown but related keys. The attack’s applicability depends on the
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key schedule algorithm and shows that a block cipher with a weak key schedule
algorithm may be vulnerable to this kind of attack. Many cryptanalytic results
of this attack model were presented in [GITOTTIT2ITE].

Illuminated by the complex local collisions of the analysis of SHA-0 which
were pointed in the earlier papers in 1997 by X.Y.Wang [25], SHA-0 [24], and
SHA-1 [22], we show that in the case of SHACAL-1 [§], all previous differential
attacks [2ITUTOIT3ITAITT] fail due to this fact. For example, we show that the
attack of [I0] uses a differential that can never be satisfied. For other attacks,
e.g., the related-key rectangle attack on the full SHACAL-1 in [7], we show that
the attack is applicable only to a weak key class (of 2496 keys). We show that
the combination of XOR differentials (or related-key XOR differentials) when
the addition operation is used should be done in a very delicate manner.

After pointing out the problems in the various attacks on SHACAL-1, we try
to salvage them. Some of the attacks are fully salvaged, while some others are
either shortened (due to lower probabilities of the differentials), or are applicable
only in a weak key class (which is larger than previously known).

We then present a related-key rectangle attack on the full SHACAL-1. We
use two related-key differentials, where the first one of 33 rounds is built using
the technique of modular differences, achieving high probability and correctness.
The new attack has a data complexity of 246 related-key chosen plaintexts and
time complexity of 246% encryptions. The attack is successful against one out
of 256 keys (or more precisely one quartet of keys out of 256 quartets). We
summarize the results on SHACAL-1 and our findings in Table [l

The attack is applicable against the largest set of weak keys (one out of 256).
Finally, we show how to improve the 6.5-round rectangle attack on IDEA from [4]
by using the additive properties of the differentials. We succeed in reducing the
time complexity of the attack by a factor of two.

The rest of the paper is organized as follows: in Section[2], we give the notations
used in the paper, present SHACAL-1 and introduce some useful properties of
the nonlinear functions in SHACAL-1. Section [3] describes the flaws in previous
attacks against SHACAL-1. We present fixes to the various problems in Section 4]
In Section Bl we give a related-key rectangle attack on the full SHACAL-1 which
can be applied to one out of 28 keys (quartets of keys). We improve the 6.5-round
related-key rectangle attack on IDEA in Section [6l Finally, we summarize the
paper in Section [7

2 Background

2.1 Notations

Throughout the paper we shall use the following notations which are partially
based on these of [2123)]:

— We shall address the words in a little endian manner, where x( is the least
significant bit of x, and x3; is the most significant bit of 32-bit words.
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Table 1. Comparison of our results with the previous attacks on SHACAL-1

Attack Rounds Complexity Observation
Data Time
Differential [14] 30 (0-29) 2T p 575 T NG
Differential [14] 41 (0-40) ol4l p d91 AP
Differential [17] 49 (0-48) 9l4l op 9496.5 AF
Differential [I7] 55 (15-69)| 2154 CP 9507.3 AF
Amplified Boomerang [14] 47 (0-46) | 277 CP 55057 AT
Rectangle [2] 47 (0-46) | 212 CP 51526 NG
Rectangle [2] 49 (29-77)| 210 CC 508.5 AF
Rectangle [17] 51 (0-50) | 237 Cp 9503.7 AF
Rectangle [17] 52 (28-79)| 2% Ccp 9510.0 AF
Related-Key Rectangle [13] |57 (0-56) [27°7° RK-CP 2007 NG

2149.7 RK-CP 2503.4 AF
21518 RK-CP 2500& AF

Related-Key Rectangle [13] |59 (0-58
Related-Key Rectangle [10] |70

)
(0-69)
Related-Key Rectangle [7] 80 (0-79) [2'%9-8 RK-CP 2%20-0 | WK (2%%)
Related-Key Rectangle [7] 80 (0-79) [2'5%8 RK-CP 2°012 | WK (219%)
Related-Key Rectangle (New)| 70 (0-69) | 2'° RK-CP 2™ [ WK (2°%%)
Related-Key Rectangle (New)| 80 (0-79) | 2'6 RK-CP 2165 WK (2501)
Related-Key Rectangle (New)| 70 (0-69) | 2'** RK-CP 2174 WK (2°9%)
Related-Key Rectangle (New)| 80 (0-79) | 2'** RK-CP  2%9* | WK (2°%%)
Differential (New) 39 (30-68)] 2™* CC 2170
Differential (New) 49 (20-68)| 2'* CC 2496
Rectangle (New) 41 (0-40) | 2'93 Cp 2176.9
Rectangle (New) 51 (0-50) | 2193 CP 24969

CP: Chosen Plaintexts, CC: Chosen Ciphertexts.
RK-CP: Relate-Key Chosen Plaintexts.
AF: The Attack is Flawed, WK: Weak Key Class (with size).

x;[7] and x;[—j] denote the resulting values by only changing the jth bit of
the word z;. In case the change of the bit is from 0 to 1, then z;[j] is used
and the sign is considered to be positive. Otherwise, x;[—j] is used and the
sign of the difference is negative.

x;[£71, £J2, - - ., £Ji] is the value obtained by changing j;th, jath, ..., j;th bits
of ;. The “+” sign (which may be omitted) means that the bit is changed
from 0 to 1, where the “—” denotes the opposite change.

[7] denotes a difference in bit j such that the pair (x, 2*) satisfies «} — z; =
27 (i.e., xf = z;[j]). [~j] denotes a difference in bit j such that the pair
(z,x*) satisfies z} — x; = —27 (i.e., 2} = x;[—j]). Similarly, [j1,j2] denotes
xf —x; = 290 + 292 and [j1, —jo] denotes z} — x; = 271 — 272 etc.

e; represents the 32-bit word composed of 31 0's and 1 in the jth place,
ejr=¢j Deyand ek = e; ep D e, ete.

A(A, A*) denotes A* — A or A* @ A according the the value attached to
it. A(A, A*) = e; stands for XOR difference, i.e., A* & A = ¢;. Otherwise
A(A, A*) = [j] stands for an modular difference, i.e., A* — A = 2/ and
A* @ A=ce;.
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2.2 Description of SHACAL-1

SHACAL-1 [§] is a 160-bit block cipher supporting variable key lengths (0,...,512
bits). It is based on the compression function of the hash function SHA-1 [20]
introduced by NIST. The 160-bit plaintext P is divided into five 32-bit words
Ay, By, Cy, Dy and Ey. The encryption process iterates the following round
function for 80 rounds:

A1 = K + ROTL5(Ai) + Fi(Bi, Ci,Di) + E; + Con;

Biy1=4;
Cit+1 = ROT L3y(B;)
Diy1=0C;
Eit1=D;

for i =0,...,79, where ROTL;(X) represents rotation of the 32-bit word X to
the left by j bits, K; is the round subkey, Con; is the round constant, and

Fi(X,Y,Z)=IF(X,Y,Z) = (X AY)V (-X A Z), (0 <i<19)
Fi(X,Y,Z)=XOR(X,Y,Z) =X Y & Z, (20 <@ <39,60 <i<79)
Fi(X,Y,Z)= MAJ(X,Y,Z)= (X AY)V(XANZ)V(Y ANZ), (40 <i<59)

The ciphertext is composed of Agg, Bgg, Cso, Dgo and Egg.

The key schedule of SHACAL-1 supports a variable key length of 0-512 bits.
Keys shorter than 512 bits are first padded with as many zeroes as needed to
obtain 512 bits. Let the 512-bit (padded) key be K = KoK; ... K15, where K;
is a 32-bit word. The key expansion of 512-bit K to 2560 bits is as follows:

K;=ROTL(K;,—3® K;—s ® K;_14 ® K;_16), (16 <7 <79)

We note that in [§] a minimal key length of 128-bit is required.

2.3 Several Propositions on the Differential Behavior of Addition
and IF

In this section we present some properties of additive differences and XOR dif-
ferences, as well as some properties of the nonlinear function IF(X,Y, Z) which
were summarized in [22].

Proposition 1. Let A, Ay and B be n-bit words, and let C; = A; + B
(mod 2™) fori=1,2. If Ay ® Ay = ¢ for 0 < j<n—2, then C; & Cy =¢; if
and only if C; j = A; 5 fori=1,2and 0 <j<n-—2.

Proof. Assume without loss of generality that A; ; = 0. Thus, As; = 1, and
Ay +27 = A,. Tt follows that Cy = C; +27. Hence, if C1,; =0 then Cy ; =1 and
there is no carry due to the difference, i.e., C1 ® C2 = e;. In the other way, if
C1 & Cy = e, there was no carry by the addition of 27 to Cy, which means that
Cy,; =0. QED.
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Proposition 2. Let A;, Az, By and By be n-bit words, and let C; = A; + B;
(mod 2™) fori=1,2. If Ay ® As = B1 ® By = ¢; for some bit 0 < j <n—2,
then C1 = Cy if and only if A; j = —B;; fori=1,2.

Proof. Without loss of generality assume that A; ; = 0 and that A, ; =1, thus,
Ay = A1+ 2. If B; ; =1, then it follows that By = B; — 27, and thus C; = Cs.
To prove the other direction we note that C; = Cy requires that By = By — 27
(mod 2™). As By and B, differ only in one bit, i.e., bit j, it follows that By ; =1
and Bg,j =0. QED

Proposition 3. For the nonlinear function IF(X,Y,Z) = (X AY)V (=X A Z),
the following properties hold [21]23]:

1. IF(x,y,2) = IF(—x,y, 2) if and only if y = z.
IF(0,y,2) =0 and IF(1,y,2) =1 if and only if y =1 and 2 =0
IF(0,y,2) =1 and IF(1,y,2) =0 if and only if y =0 and z =1
2. IF(x,y,z) = I[F(x,~y,z) if and only if x = 0.
IF(2,0,2) =0 and I[F(xz,1,2) =1 if and only if x = 1.
3. IF(x,y,z) = IF(x,y,—z2) if and only if v = 1.
IF(z,y,0) =0 and [F(z,y,1) =1 if and only if z = 0.

3 Flaws in Previously Published Attacks

We find all previous differential attacks on SHACAL-1 have some flaws illu-
minated by Wang’s modular difference. In some cases, these flaws prevent the
attacks from being applicable to all keys. The first flaw, which affects the attacks
in [2ITOT3IT4IT7] is an impossibility flaw, i.e., the differentials which are used in
these attacks can not hold. The second flaw, which affects the related-key at-
tacks in [7IT0/T13] is the fact that the related-key differential holds only if the key
satisfies some conditions. The third flaw is wrong keys which suggest the same
number of “right” pairs/quartets as the right key. We show that the same pairs
suggest even wrong keys.

3.1 The Use of Differentials with Probability 0

In the attacks of [2/TOJI3IT4UTT] there is a part of the differentials (or the related-
key differentials) which cannot hold. We present the problem with the related-key
differential of [10], but note that the key difference has no affect on the problem,
and thus it exists in all the attacks mentioned earlier.

The related-key rectangle attack on 70-round SHACAL-1 [10] uses a 33-round
related-key differential characteristic for rounds 0-32 with probability 274°. The
differential characteristic in [I0] from round 6 to round 12 is shown in Table 2

We shall now prove that this differential characteristic can never hold, i.e.,
the actual probability is 0. Let A, B,C, D, E and A*, B*,C*, D*, E* be the in-
termediate encryption values corresponding to a pair which allegedly satisfies
this differential.
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Table 2. The differential Characteristic in [I0] from Round 6 to Round 12

6les| 0] 0 leiaaa] O [ 0 ]277
7l es | es | O 0 lewss|es | 277
8] 0 |es|er | 0O 0 0 |27
91 0] 0 |es | er 0 0 |27
10] O 0 0 €6 el 0 272
11l e; | 0 | O 0 e¢ | 0 | 277
120 0 [er | O 0 0 0|27t

1. ACCOI‘dng to Ai+1 = Kz + ROTL5(AZ) + E(BZ, Ci, Dl) + El + CO’I’Li and
proposition 1, we get that A7 g = Ag 3 and A7 g = Ag 5.

2. From the encryption algorithm and proposition 1, we get that A1 =
Eron = Aes, ATy = Eloy = Ag s, Bie = Arg and By g = A7 5.

3. From 1 and 2, we obtain that All,l = E11’6 and ATl,l = ET1,6' By Ai+1 =
K; + ROTL5(A;) + Fi(B;,C;, D;) + E; + Con; and proposition 2, we obtain
that Ao # A7, i.e., AAj2 # 0, which is a contradiction with AA;j5 =0 in
the differential characteristic.

To summarize the above, as there is no carry from the addition of the differences
in round 6, the sign of A7 g is the same as the sign of Ag 3. The sign of Ag 3 is
then copied to Aj11 (as there is no carry). Thus, when these two differences
enter the addition in round 12 they have the same sign, and thus, cannot cancel
each other. Therefore the attack on 70-round SHACAL-1 [I0] is infeasible (as
well as other attacks which use this transition).

We note that when considering only XOR differences (as was done in [10]), the
probabilities of the differential is larger than 0. However, only when we consider
modular difference, this problem is found.

3.2 Conditions on the Keys

The related-key differential attacks [(UTO/I3] have to deal with another issue
which follows from the addition operation. Some of the XOR differences of the
differentials can hold only if some key conditions are applied. We show that the
related-key attacks in [7ZJI0/T3] imposes conditions on the keys, so they can actu-
ally be used only for weak key classes. The attack in [I3] has one such condition,
the attack in [I0] has 2 conditions, and the attack in [7] has 16 conditions. Thus,
the attack of [7] is applicable only for a weak key class with the size of 249 keys
(rather than all the keys as implicitly assumed in [7]).

Consider rounds 26-34 of the first related-key differential used in [7] which
are depicted in Table [3l Consider for example the difference es in Asr, we know
the the sign of this difference is as the sign of key difference that caused it. In
order for this difference to be canceled during the addition of round 27 (with
the key difference of Ks7), by proposition 2 it must hold that the sign of the
key difference is opposite to that of A7 5. This imposes a condition on the keys
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Table 3. The Related-Key Differential Characteristic in [7] (Steps 26-34)

26l 0] o] o] 0[]0 e [27F
27 ea | O] 0] 0] 0 |e [277
28] 0 [ea| O] O] 0 e |27
291 0| 0 [e| O] 0 [eos| 272
30| es 0 0 eo 0 €0,8 272
31| O es3 0 0 €o | €0,3 2—2
320 0| 0 e | 0] 0 [era]l27?
33| es 0 0 el 0 €1,9 272
34 0 [es| O] 0 | ex

used in the attack, as otherwise, there is going to be a carry, and the related-
key differential cannot hold. We note that the same problem exists in the first
related-key differential of [7] in five other places, in rounds 0-1, 4-5, 29-30, 32—
33, and rounds 26-31 (where the sign of the difference in Ej5; should be the
opposite of the sign of the key difference).

The same is true for the second related-key differential used in rounds 34-
69, where 10 conditions are imposed on the key. As a side observation, we note
that when the keys satisfy these conditions, the probability of the transitions is
increased, as we are assured that the required differences cancel. Thus, while this
defines a weak key class which contains one out of 26 keys (or more precisely
a quartet of keys), for these weak keys, the probabilities of the differentials
are actually 273° and 272 rather than 27%! and 2739 for the first and second
differentials, respectively.

In Table M we summarize for the three related-key attacks the number of
conditions imposed on any of the related-key differentials, derive the weak key
class size, and the actual data and time complexities of the attacks in the weak
key class. We ignored the impossibility issues that were mentioned earlier, but
we remind the reader that these attacks still fail due to the previously mentioned
reasons.

3.3 Wrong Keys That Pass the Basic Attacks

While this problem is the smallest of all, this observation can actually be used
to reduce the time complexities of the attacks (usually by a negligible factor).
Consider for example the last step in the attack from [7]:

“Partially decrypt all the remaining quartets (under the corresponding keys)
... For each of the remaining quartets, check whether C;l ®C!"! =ég=-e; ...

”

Consider for example the case where the most significant bit of the real key is
flipped. As noted in [7], this has no affect on the difference of the pair. Thus,
when checking the real key, and the real key with a flipped most significant bit,
the same quartets are suggested. More accurately, if we consider the additive
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Table 4. Conditions on the Keys in Previous Related-Key Attacks and the Effect on
their Complexities

Attack|Rounds Conditions on Complexity Number of
1st Differential 2nd Differential Data Time Weak Keys
3] 57 1 0 21538 RK-Cp 25014 2511
3] 59 0 0 ol49.7 RK_Cp 94983 9512
[10] 70 1 0 9150.8 RK_Cp 94981 9511
| 80 6 10 9l43.8 RK.CP 93880 9196
[7 80 6 8 2139-8 RK-CP 24731 498

The first three attacks fail.
The number of weak keys is the number of weak keys quartets out of all the
ones which satisfy the related-key XOR differences.

2512 possible

differences in the last step of the attack, the additive difference depends on the
additive difference of the subkey and the data, and not on the actual key bits.
Thus, all bit positions which are more significant than all the bits with difference
in the key, has no affect whatsoever on the difference of a pair.

Thus, in the case of the attack from [7] the number of subkeys which has
more than two quartets is increased by 227. One one hand this increases the
time complexity of the exhaustive key search phase by a factor of 227. On the
other hand, as there is no point in guessing these key bits during the normal
execution of the attack (again besides in the exhaustive key search phase), their
guesses and partial decryptions during the attacks can be eliminated.

We observe that the each of these keys is suggested by the same quartet.
Thus, increasing the data used in the attack has no effect on the correctness of
the attack.

4 Fixing the Previous Attacks

We concentrate at showing how to fix the the differential attack on 55-round
SHACAL-1 from [I7]. We show that by using the correct modular differences
we obtain a valid attack on 49-round SHACAL-1. The new modular differential
uses the cases where we add two difference, either they have the opposite signs
(and produce no carry) or they are in the most significant bit. We also note that
when a difference in the most significant bit is introduced, its sign might change
without producing a carry. This might be useful in cases where a difference
is introduced, and we need to change its sign (the change of sign occurs with
probability 1/2, and it may happen without carry, while for other bit positions
this occurs with probability 1/2, but produces a carry).

We summarize in Table[5] the parameters of the fixed attacks: the new number
of rounds, the new data and time complexity. We also list the major changes
that must be done to these attacks to make them work. We note that the best
attack on SHACAL-1 in the regular model (i.e., with one key) is a 51-round
rectangle attack on rounds 0-50.
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Table 5. The results of the fixed attacks on SHACAL-1

Attack Rounds Complexity Comments
Data Time
Differential [14] 28 (0-27) 275 CP 275 |Using the new differentials from
Appendix Bl Fixing 6 input bits
Differential [T4] 40 (0-39) | 2% CP 2182 | As before, not using the early
abort technique.
Differential [17] 49 (20-68)| 2'* CC 219 ISee Section EII

Amplified Boomerang [T4] |47 (0-46) | 2™*° CP 2°92% " IChanging the first differential to the
first 21 rounds of the differential
from Appendix

Rectangle [2] 47 (0-46) | 297 CP 2772 1Same change as the amplified
boomerang attack. p = 274142
rather than 2_43'62, ty = 12.7
(rather than 9.9) and r, = 32 rather
than 25.

Rectangle 2] 48 (30-77)| 2197 CC 2%821 | A5 before, not using the early

abort technique. ¢y = 12.7 (originally
9.9), ry = 32 (origanlly 32).
Rectangle [I7] 51 (0-50) | 2'%03 cp 21969 |Using the 24-round differential from
Appendix [Bl Fixing 6 plaintext
bits, p = 27* (rather than 274739).
Rectangle [17] 50 (30-79)| 2'%° CP 2°05-0 1G = 2747 (orignally 2747%),

ty = 73.7 (originally 24.9), and

ry = 90 (originally 31).

Related-Key Rectangle [13]] 57 (0-56) [2™3® RK-CP 2™ [Change the first related-key
differential to the first one from
Appendix[Al p = 273 after fixing

9 plaintext bits.

Related-Key Rectangle [I3]| 59 (0-58) [2'6®* RK-CP  2%7°® [Replace the first differential to the
21 first rounds of the differential
from Appendix[Bl p = 27354

after fixing 6 plaintext bits.
Related-Key Rectangle [I0]| 70 (0-69) [2'4*7 RK-CP  2*19 |As before, change the first
related-key differential.

CP: Chosen Plaintexts, CC: Chosen Ciphertexts, RK-CP: Relate-Key Chosen Plaintexts.

WK: Weak Key Class (with size).

4.1 Fixing the Differential Attacks

For the differential attack in [I7] we change the used differential. The basic
24-round differential is given in Table [ in the Appendix. The basic 24-round
differential from [I7] (which is extended 16 more rounds) has four contradictions.
Thus, we first start by fixing the first three by changing the differential conditions
from XOR ones to modular ones. The fourth contradiction is solved by rotating
the differential such that the problematic addition occurs with both differences
in the most significant bit.

The new 24-round differential has probability of , compared to the claimed
probability of the flawed differential of 2759, It is possible to improve the prob-
ability of the new differential by a factor of 26 by fixing several plaintext bits
which ensure the transitions that we seek. For example, by fixing Cp 22 = Dy 22,
we make sure that despite the difference in Bp 22, there is no difference in
IF(By,22,Co,22, Do 22). We also note that by negating the signs (i.e., flipping

2—52
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all the signs) in the differential, we obtain a second differential with the same
probability.

The extension of this differential forward and backward is a bit more complex
than in [I7]. This is mostly due to the fact that we have to maintain the correct-
ness of the differential by restricting the signs of the differences. In Table [10] in
the appendix we present a possible extension of the 24-round differential to the
six rounds before the differential (the 24-round differential can be used also for
rounds 40-63). Table [[T] presents a possible extension of the 24-round differen-
tial (whether this is in rounds 24-29 or in rounds 64-68). Thus, it is possible to
construct a 36-round differential for SHACAL-1 in rounds 33-68 with probabil-
ity 271°7 (which can be improved to 27!%* by fixing the equivalent of 13 plain
text bits).

Using this 36-round differential, we can attack rounds 18-68. This is done
in a chosen ciphertext attack. The attacker has to fix 10 bits to satisfy the
additive requirements of the differential, and thus, it is impossible to use the
differential as-is (as its probability is 271°7, i.e., 21°7 pairs are needed). However,
if we use structures of 232 ciphertexts each, we eliminate the last round of the
differential (round 68), and thus increase the probability of the differential by
a factor of 2714, and reduce 2 conditions on the ciphertexts. In exchange for
that, we cannot automatically distinguish right pairs (as each plaintext has 232
candidate counterparts).

The attacker obtains 244 chosen ciphertexts (in structures), and asks
for their decryption. Then, he guesses the subkeys of rounds 68, and rounds 20—
29, partially encrypts the obtained plaintexts, and then repeats the early abort
technique found in [I7] and in our attack described later. The resulting attack
has a time complexity of about 24°¢ encryptions.

2112

5 A New Related-Key Rectangle Attack on the Full
SHACAL-1

The key schedule of SHACAL-1 is operated by a linear shift feedback register,
and has slow diffusion, i.e., low difference propagations. If we fix a difference
of any consecutive 16 subkeys, the differences in the remaining 64 subkeys are
known. The key schedule weaknesses of SHACAL-1 allows us to obtain two
consecutive good related-key differential characteristics. We can constructed a
33-round related-key differential characteristic for rounds 0-32 (Ey) without any
conditions on the key. For the rounds 33-65 (E7) we use a differential character-
istic based on the the second differential used in [7] and we impose 8 conditions
on the key. The characteristics are given in the Appendix. We combine the two
related-key differential characteristics to obtain a 66-round related-key rectangle
distinguisher for SHACAL-1.

5.1 Related-Key Differential Characteristics for SHACAL-1

We first propose a 66-round related-key rectangle distinguisher based on the
differentials found in the Appendix. The input difference for the first sub-cipher
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Table 6. Values for Plaintexts bits that Increase the Probability of the Differential of
Table 7]

Ao By Co Dy
Ao,z =1, Ap,12 = Bo,12|Bo,i6 = 1, Bo,20 = 0, Bo,10 = Co,3|Co,1 = 1|Do,3 =1
Ap20 =1 Bop31 =0

Table 7. The First Related-Key Differential Characteristic for SHACAL-1

Round(i) |AA; |AB; |AC; AD; AFE; AK; Probability

0 —8,1]1([3] —20, 3]|[16,31] [2° — 20 —2°] es1

1 —10] {[=8,1]|[1] —20, 3]|[16, 31] es1 271
2 15] —10] [[—6, 31]|[1] —20, 3] 0 21
3 3 15] —8] —6, 31]|[1] 0 271
4 1 3 13] —§] —6,31] es1 27°
5 0 1 1] 13] —38] 0 273
6 [-8] |0 [31] 1] 13] 0 277
7 0 [-8] |0 31] 1] 0 277
8 [0 [—6] |0 31] es1 27°
9 0 [1] 0 [-6] |0 0 271
10 [1] 0 [31] [—6] es1 273
11 0 1] 0 [31] 0 0 271
12 0 0 [31] [31] es1 277
13 0 0 0 [31] 0 0 271
14 0 0 0 [31] es1 21
15 0 0 0 0 0 0 1
30 0 0 0 0 0 eo 1
31 eo 0 0 0 0 0 271
32 es €o 0 0 0 0 271
33 eo,10 |es €30 0 0 e1 272

The key difference is AK™ = (es1,e31,0,0,e31,0,0,0,e31,0, 31,0, es1,0, e31,0).

is a = ([-8,1],[3],[3, —20], [16, 31], 213 — 210 — 26) and the output difference
is 3 = (e10,0, €5, €30,0,0) under key difference AK* with probability 273°. For
the second sub-cipher the input difference v = (e1,e1,0,e30,31,€31) becomes
output difference 6 = (0, e3,0,0,eq) under key difference AK’ with probability
2736, The second differential defines a weak key class which contains one out
of 28 keys, for these weak keys, the probability of the second differential is
increased to 2728(= 2736 . 28), The probability of the first three rounds of the
first differential can be increased by a factor of 2° by fixing the equivalent of 9
plaintext bits (presented in Table [6) in each of the plaintexts of the pair, and
after the increase the probability of the first differential is 273°. Thus, starting
with IV plaintext pairs with input difference o and fixed the 9 bits in each of the
plaintexts to the first sub-cipher we expect N2 - (p?¢q?27169) = N2 .27286 yight
quartets. Therefore, Given 2'#* related-key chosen plaintext pairs, we expect
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4(= (2144)2 . 27160 . (2763)2) yight quartets, while for a random cipher only
2732 (= (2144)2 . (27160)2) are expected.

The following is the derivation for the sufficient conditions in round 0 of
Table[l The input difference in round 0 is o = ([-8, 1], [3], [3, —20], [16, 31], 23—
210 — 96) " and the desired output difference in round 0 of ([—10],[-8, 1], [1], 3,
—20], 16, 31]).

1. According to (2) of Proposition 1, the condition By 29 = 0 ensures that the
change in the 20th bit in Cj results in no change in A;.

2. According to (3) of Proposition 1, the condition By 16 = 1 ensures that the
change in the 16th bit in Dy results in no change in A;.

3. According to (3) of Proposition 1, the condition By 31 = 0 ensures that the
change in the 31st bit in Dy and AK; = 23! result in no change in A;.

4. From the property of the function Fp, the condition Dy 3 = 1 ensures that
the changes in the 2nd bits of By and Cy result in no change in A;.

5. From AEy = 213 — 210 — 26 and AAy = —2% + 2, the condition Aj 19 = 1
ensures that 4; = A;[—10].

Therefore AA; = [—10] holds with the probability of 27! by fixing the equivalent
to 4 bits in the plaintexts.

In the same way, we can prove that the conditions Cy 1 = 1, By 10 = Co g and
Aoz = Ag20 = 1 ensure that AAy = [15] holds with the probability of 271, and
the condition Ag 12 = By 12 ensures that AAs = [3] holds with the probability
of 274

5.2 The Key Recovery Attack Procedure for the Full SHACAL-1
with 512-Bit Keys

Let the four different unknown keys be K, K* = K AK*, K' = KOAK', K™ =
K' @& AK*, where AK* is the key difference of the first related-key differential
and AK' is the key difference for the second key differential. Assume the plain-
texts P, P*, P’ and P’™* are encrypted under the keys K, K*, K’ and K’*
respectively. Denote the intermediate values encrypted under Ey by IM, IM*,
IM'" and IM'*, respectively. (P, P*) and (P’, P'*) are the pairs with respect to
the first differential, and (IM,IM’), (IM*, IM'*) are the pairs with respect to
the second differential, i.e. (C,C"), (C*,C"™) are the pairs with respect to the
second differential.

We denote the 160-bit value X; is by the five 32-bit words X;4, X;5, Xic,
X;p and X;g. Also, we denote the set of all possible additive differences of
AAgr by S'. The attack finds the four related-keys using 2'45 related-key chosen
plaintexts using the following algorithm:

1. Choose two pools of 2!** plaintext pairs (P;, P;") and (P}, Pj*) such that
(a) P — P =P — Pl =«
(b) P and P} have the fixed bits as given in Table [i and required by the
modular differential, i.e., for R PiA’g = PiA’g = PiA,QO = PiB,lG =
Pic1 = Picao = Pip3 =1, Pa1 = Pip3 = P20 = Pip31 = Pic3 =
Pip,1s =0, and Pia12 = Pip 12, Pip,10 = Pics-
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Table 8. The Second Related-Key Differential Characteristic for SHACAL-1

Round(i) AA; AB; AC; AD; AFE; AK; Probability

33 el el 0 €30,31 €31 €1,6,30

34 0 e1 €31 0 €30,31 €1,30 273
35 0 0 es1 es1 0 [al] 277
36 e1 0 0 es1 es1 [—ab] 21
37 0 e1 0 0 €31 e1,31 277
38 0 0 ea1 0 0 ea1 271
39 0 0 0 €31 0 [81}631 1
40 el 0 0 0 €31 [736]631 2~ 1
41 0 e1 0 0 0 0 271
42 e1 0 es1 0 0 [—s6]est 277
43 0 el 0 es31 0 €31 272
44 ey 0 es31 0 es31 [736] 23
45 0 el 0 €31 0 €31 272
46 e1 0 es1 0 es1 [—s6] 273
47 0 ey 0 €31 0 [731]631 272
48 0 0 ea1 0 es1 0 277
49 0 0 0 e31 0 €31 2T
50 0 0 0 €31 €31 21
51 0 0 0 0 0 0 1
60 0 0 0 0 0 0 1
61 0 0 0 0 0 [t2] 1
62 €2 0 0 0 0 [—17] 2-1
63 0 es 0 0 0 es 2-1
64 0 0 €o 0 0 [b3]eo 271
65 es 0 0 eo 0 [—b8]eo 277
66 0 €3 0 0 eo €0,3 277

The key difference is AK' = (e1,6,28,29,31, €0,4,6,28,30,31, €5,28,30, €29,0, €1,4,5,29,30,

€1,6,20,30,31, €1,6,29, €6,29,30,31, €29,30, €0,31, €5, €1, €1,4,6,30, €1,6,30,31, €4,6,29,30,31, €1,29)-
[?i] denotes [i] or [-i]. When [?i] denotes [i], then [-?i] denotes [-i], and vice versa.

(c) P;, P}, P} and P/* are encrypted using the keys K, K*, K’ and K",

respectively, which result in the ciphertexts C;, C, C}, and CJ*.

2. Guess a 323-bit key quartet (k, k*, k', k™) for rounds 70-79 and K¢g,1, Keo,3,
Kgga. For the guessed key quartet (k,k* k’,k™), and decrypt all the
ciphertexts C;, CF, C, C7* from round 79 to round 70 and compute the addi-
tive difference before round 69. Denote the corresponding intermediate val-
ues by U;, U, U;, U*, respectively. Then we obtain words A, B, C, D of all
words and the additive difference for all the pairs U;g, Uy and all the pairs

ig, Ujp. Find all quartets (U;, U, U}, US¥) satisfying Uic,p, e ®Ujc p g € S
and Uz p g ® Uje p g € S, where S = {(a,b,¢) : ROTR30(a) € 5',b =
ROTLgO(AAGG) = 0, Cc = ROTLg()(ABG(;) = 61}. Discard all other quartets.

3. Guess the remainder bits of Kgg9 and bits 1,9 of Kgg. For each of the guessed

subkeys:
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(a) Decrypt the remaining quartets to get U, Ulp, U and Ujj. Partially
decrypt all the remaining quartets (U;, U, U}, US*) using the keys k, k*,
k' and k'* respectively, and denote the resulting intermediate values by
(Zi, 23,2},
Z7). We will get A, B,C, D of Z; (2,7}, Z;"), and the additive differ-
ence between Z;p and Z} (and the additive difference between Z}5 and
Z]”}E) Check whether ZiE@ZJ’-E = ACgs = 0 and discard all the quartets
that do not satisfy the condition.

(b) For each of the remaining quartets, check whether Z/5® 275 = ACg =0
and discard all the quartets that do not satisfy the condition.

4. Guess the remainder bits of Kgg and bits 1,4 of Kg7. For each of the guessed

subkeys:

(a) Decrypt the quartets to get Z;p, Zjp, Z;p and Z}. Partially decrypt all
the remaining quartets (Z;, Z;, Z}, Z'*) using the keys k, k*, k" and k"
respectively, and denote the resulting intermediate values by (Y7, Y;*, Y’/

Y/"). We will get A, B,C, D of Y; (Y;*,Y],Y/*), and the additive diﬂejr—
ence between Y, and Yj’ » (and the additive difference between Y} and
YJ’E) Check whether Y;g @Yj' = = ADgs = 0 and discard all the quartets
that do not satisfy the condition.

(b) For each of the remaining quartets, check whether Y, @Y/ = ADgs = 0
and discard all the quartets that do not satisfy the condition.

5. Guess the remainder bits of Kg7 and bits 0,3 of Kg6. For each of the guessed
subkeys:

(a) Decrypt the quartets to get Yig, Y/, Vi and Y/ Partially decrypt all
the remaining quartets (Y;,Y;*,Y/,Y/*) using the keys k, k*, k" and k"
respectively, and denote the resulting intermediate values by (X;, X/,
X5, X7¥). We will get A, B,C, D of X; (X, X}, X), and the additive
difference between X;r and X]’- g (and the additive difference between
Xy and X]’E) Check whether X;g @ X;E = AFEg = e and discard all
the quartets that do not satisfy the condition.

(b) For each of the remaining quartets, check whether X} ® X7, = AFgs =
eo and discard all the quartets that do not satisfy the condition.

6. Exhaustively search for the remaining 94 key bits by trial encryption for the

suggested key k.

The first 9 fixed bits as given in Step 1(b) of P; ensure that the probability of the
first differential is increased by a factor of 2°. According to the input difference of
the plaintexts, we will know that P, P/ and P;* also have the 9 fixed bits as given
in Table[, i.e. Py 3 =1, Plog =1, Pl 3 =1, Py = Pp 19 Pl = Pl 1o
Pl% 12 = Pj 19, etc. Besides these bits, the nature of the modular differential,
i.e., the signs, set 6 more bits to predetermined values. These 6 bits in Step 1(b)
are deduced as follows: for each bit whose difference according to the differential
from Table [7 is positive, we set P; to be zero and P;* to be one (and of course
P; to zero and P;* to one as well). If the difference is negative, we perform the
same but with opposite values.

This means our related-key differential characteristic exploits plaintexts pairs
for which 15 bits are effectively fixed respectively. P;, P, P/ and P/* has 15

(2
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Table 9. The Fixed 24-Round Differential Characteristic for SHACAL-1 for the Attack
in [I7]

Round (z) AA; AB; AC; AD; | AE; |Probability

0 [—0] [22] [—16] 0 [6]

1 5] [—0] [20] [—16] 0 273
2 [10] 5] [—30] [20] | [—16] 2-1
3 [~15) [10] 3] [—30] | [20] 274
4 0 [—15) 8] 3] | [-30] 273
5 [—30] 0 [~13] 8] 3] 274
6 0 [—30) 0 [-13] | [8] 272
7 8] 0 [—28] 0 [~13] 273
8 0 8] 0 [—28] 0 271!
9 0 0 6] 0 [—28] 272
10 [—28] 0 0 6] 0 272
11 [—1] [—28] 0 0 6] 272
12 0 [—1] [—26] 0 0 27!
13 0 0 [-31] | [—26] 0 272
14 0 0 0 [-31] | [~26] 272
15 [—26] 0 0 0 [-31] 272
16 0 [—26] 0 0 0 1
17 0 0 [—24] 0 0 271
18 0 0 0 [—24] 0 27!
19 0 0 0 0 [—24] 271
20 [—24] 0 0 0 0 27!
21 [~29] [—24] 0 0 0 271!
22 [—2, +24] [—29] [—22] 0 0 272
23 [~7,422) [—2,+24]| [-27] | [-22] 0 273
24 [+1{2,22, 24}, —12]|[-7, £22]([-0, +22]| [-27] | [-22] 27°

fixed bits respectively, and we choose 2'** pairs (P;, P;) and (Pj, P{*), which
can be realized while each plaintext has 160 bits.

According to the key schedule of SHACAL-1, we know that for the pairs we
consider, AKg7 = e1.4, AKgg = e1,9 and AKgg = e1,34. A pair which satisfies
the differential has difference in bit Bgg 3, i.e., the difference in Bgg is either
[3] or [—3] (or more precisely, after the XOR of the three words the difference
is either [3] or [—3]), in bit Ege,o (difference [0] or [—0]) and in bits 0,3 of the
subkey, i.e., it is either [0, 3],[0, —3],[—0, 3], or [—0, —3]. Thus, there are only 9
possible additive differences in Ag7: 0, [1], [-1], [1,4], [-1,—4], [4], [-4], [-1,4]
and [1, —4]. As noted earlier, that means that there is no point in guessing bits
4-31 of the subkey of round 66. Similarly, that means that in order to verify
that a pair might satisfy the differential, given Azq, Bro, C7o, D70, E79, in order
to achieve AFg9 = €1, we can consider the modular difference of the key, and
disregard the bits in positions 5-31. Thus, we only guess bits 1,3,4 of the subkey
in round 69, i.e. actually only guess its key modular difference since we know
whether the XOR difference between Kg9 and K, satisfy the differential.

The data complexity of this attack is 2146 related-key chosen plaintexts. The
memory requirements are about 25933 (= 2146 x 20) memory bytes.
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In Step 1, the time complexity is 2'46 SHACAL-1 encryptions. The time
complexity of Step 2 is about 246° = (2323 x 2146 x % X %) encryptions on
average. The factor 1 means the average fraction of 323-bit subkey which are

used in Step 2. We glzless 3 bits of Kg9 and there are 232 the modular difference
between Egg and Fgo/, so the probability of AEgy = e; is 2729 = 22732 Also we
know that there are about 9 possible AAg; values in S’ and the attack starts
with 2288 quartets, therefore we expect that 2288 x (2732 x 2729 x 2%)2 = 2108
quartets pass Step 2.

For a given subkey guess, Step 3 consists of 2198 x 229 x 22 partial
decryptions of one SHACAL-1 round. Therefore, the time complexity of Step 3
is about 2323 x 2139 x 4 x % X % = 2457 The time complexity of the other steps
are relatively smaller. Hence, the time complexity of this attack is about 246
SHACAL-1 encryptions.

A different method can be adopted in the attack. The last round of the second
differential can be removed, then we will get a 66-round related-key rectangle
distinguisher with probability 2761, Using the similar analysis approach, we can
present a related-key rectangle attack on SHACAL-1 with data complexity of
2144 chosen plaintexts and time complexity of 2494 = (2354 x 2144 » 1 x 11)

2 80
SHACAL-1 encryptions.

— 2139

6 Improving the Attack on IDEA

A careful investigation of the way XOR differences behave through addition can
also be used to improve results of previous attacks. Consider for example the
related-key rectangle attack on 6.5-round IDEA from [4]. The attack uses two
related-key differentials, where the first related-key differential starts with an
input difference (0,0,0001,,0), while the key difference is in bit 40, and with
probability 1/2 the key difference cancels the input difference. While in [4], the
probability of this first part of the differential was assumed to be half, it is
actually 1 for plaintext pairs with the opposite sign of the key difference, and 0
for plaintext pairs with the same sign.

The above observation lead to an obvious improvement. The attacker first
considers only pairs with the same sign in the differing bit, and applies the
attack. If the attack fails, the attacker repeats the attack with the opposite sign.

We note that this approach indeed increases the value of p by a factor of
two. Thus, for the right guess of the sign, the data complexity can be reduced
by a factor of two (recall that the number of pairs is proportional to 1/p§).
However, the actual sign of the key difference is unknown, thus the attack has
to be repeated twice — once for each guess (each time with half the data).

However, we gain a factor of two in the time complexity, as in each application
we have only a quarter of the number of quartets that we expected in the orig-
inal attack. As the attack is repeated twice, then the total number of analyzed
quartets is reduced by a factor of two.

We note that for a differential attack a similar scenario holds (no reduction in
the data complexity, but a possible reduction in the time complexity). However,
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for boomerang attacks, as the data complexity is proportional to 1/5%¢?, then
we expect a reduction in the data complexity besides the probable reduction in
time complexity.

7 Conclusion

In this paper we identified the misuse of XOR differences through addition. The
observation led us to examine all the differential-based attacks on SHACAL-1,
showing that these attacks fail. After pointing out the problems and by using
modular differences, we fix some of the attacks, and present the best known
(valid) attack on SHACAL-1 in the one key model (a rectangle attack on the
first 51 rounds).

We continue to present a new related-key rectangle attack on the full
SHACAL-1, which is applicable to one out of 256 keys (rather than out of 214 for
the previously best result). The new attack uses 2!45 chosen plaintexts (or 244
chosen plaintexts) and has a time complexity of 2465 SHACAL-1 encryptions (or
2494 SHACAL-1 encryptions, respectively).

We verified all the differentials that we used in the paper. Each differential
was tested under 100 keys (or 100 key pairs), where each time we verified several
rounds of the differential. The sets of rounds were chosen to be overlapping to
reduce the chance that some condition from one round affects the differential’s
behavior in a later round.

We conclude that differential attacks should be very carefully applied when
XOR differences are used in addition. We note that the related-key rectangle
attack based on the modular differences can be applied to analyze other block
ciphers, thus increasing the toolbox of the cryptanalyst.
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A The New Related-Key Differentials of SHACAL-1

B A New Differentials of SHACAL-1

Table 10. Extension of the Fixed Differential for Rounds 33—40

Round (i)

AA;

AB;

AD;

AE;

[Probability]

33

EE10,24)]  |[F(2.48,

20,22,25,29, 31}, —15]

AC;
[£{0, 18,22,27},2,7]

[£{6, 10, 13,22}, —29, —30]|[£{0, 4, 6, 10, 18, 22, 27}, —2, 24]

34 [~2, 420, 24, 25, £29)] [+{8,10,24}] Mask, [+{0,18,22,27},2,7] [+{6, 10, 13, 22}, —29, —30] 2718
35 [~2, 48, £20, —29] [—2, 420,24, 25, +29] [+{6,8,22}] Mask, [+{0,18,22,27},2,7) P
36 8] [~2, +8, £20, —29] [0, £18, 22,23, +27] [+{6,8,22}] Mask, 27
37 0 8] [<0,+6,+18,—27] | [0, £18,22,23, +27] [£{6,8,22}] 278
38 [~18] 0 6] [0, £6, £18, —27] [0, £18, 22,23, +£27] 274
39 [22] [—18] 0 6] [—0, +6, +18, —27] P
40 [-0] [22] [-16] 0 [6] 273
£, 72, ji}] stands for [Ej1, £jz,-- -, £ji] and Masks = [£{0, 2,6, 18, 20, 23, 27, 20}, —13]
Table 11. Extension of the Fixed Differential for Rounds 64-69
Round (7) AA; AB;: AC; AD; AFE; Probability‘
64 [£{2,22,24}, —12] =7, £22] [0, £22] =27] 22
65 [0, —17, —22, +29] [£{2,22,24}, -12] [-5, +20] [0, +22] [-27] 276
66 [#{12, 20, 24}, —22, —28] [0, —17, —22, +£29] [#{0, 20,22}, —10] [~5,+20] [0, +22] 277
67 [0, -2, £{5, 10,25}, —27] [+{12, 20, 24}, —22, —28] [40, —17, —22, +29] [#{0, 20,22}, -10] [~5,+20] 277
68 [<0,—7,4{12,17,20,22,24,28}|  [0,—2,£{5,10,25}, —27]  |[+:{10,18,22}, =20, —26]| [+0,—17,—22,+29] |[+{0,20,22},—10] | 27
69 [0, —10, —12] [0, =7, {12, 17, 20, 22, 24, 28} |[-0, +{3, 8, 23}, —25, 30]|[:{10, 18, 22}, —20, —26]|[£0, —17, —22, £29]| 2~ '*
[£{J1, 72, ..., ji}] stands for [£j1,%ja,..., +51]
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